Tha thuat "don dep” sach sé tir A den Z cho
BlackBerry

Hy vong rang cac buwéc thuc hién dwdi 1 phan nao dé co thé gitp ich dwocban trong
trwdng hop khan cip va &ng dung trong treéng hop cu thé nao dé.

Yéu céu cén cé:

- Phan mém Blackberry Desktop Manager V4.1 or 4.2

- C4p Data USB mini

- Backup data BB ra 1 file d& lwu phong ho.

Xoa dir liéu va cac trng dung c6 trong BlackBerry (BB) Mobile.
Ban c6 thé chon mét trong cac céach sau:

1. Wipe Handheld.

2. Dung Application Loader c6 trong Blackberry Desktop Manager
3. Dung Backup and Restore c6 trong Blackberry Desktop Manager
4. Nhap sai Password 10 1an diing trong Application Loader.

Lwu v: Thiét Iap Password cho Blackberry (ding cho cach 2 va 4)

Dé thuc hién 2 cach dwéi day nhat thiét ban phai thwe hién cai d&t Password protect
cho BB néu c6 da Password r6i thi thdi, con néu khéng thi thue hién theo cac budc
dwoi day:

B1. Trong Options, chon Security. Néu ban dang dung BlackBerry Device Software
V4.1, nhan Security Options > General Security.

B2. Muc Password dau tién, ban thay 1a Enabled.

B3. Nhap password ma ban muén dat.

B4. Reset lai BB (khi restarted, tir bay gi¢ tré di ban can phai dang nhap Password BB
yéu cau).

Céch 1: Wipe Handheld Option

Cac budrc thue hién:

B1. Trong Blackberry Options, click Security. Néu ban dang dung BlackBerry Device
Software V4.1, click Security Options > General Security.

B2. Click the trackwheel va chon Wipe Handheld.

B3. Click Continue.

B4. nhéap “blackberry”.

Céch 2: Dung Application Loader

Cac buwdrc thue hién:

B1. Két ndi BB v&i computer dang chay BlackBerry Desktop Manager(BDM).

B2. Trong Desktop Manager, double-click biéu twong Application Loader.

B3. Trong ctra sd Application Loader Wizard, click Next.

B4. Trén muc Device Security Password hién thi, nhap mat khdu ma ban da thiét lap
& trén (BlackBerry device security password), nhan Next.

B5. Trén muc Device Application Selection hién thi, nh4n Next.

B6. Trén Completing the Application Loader Wizard hién thi, nhan Advanced. Xuét



hién clia sb Device Data Preservation.

B7. Dé xoa tat ca dir liéu trén BlackBerry device, tich chon trong hop Erase all
application data, nhan Next. (Hinh 2)

(Bé dau chon “Do not automatically back up and restore the device application
data" trwéc khi nhan Next. (budc ndy ban phai lam truéce khi thue hién buwéce 7) ) (Hinh
3)

B8. Nhan Finish. BlackBerry device sé& khoi dong lai.
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Automatic Backup

[ Automatically backup my device everny

Céch 3: Dung Backup and Restore.

Cac budece thye hién:

B1. Két ndi BB v&i computer dang chay BlackBerry Desktop Manager.

B2. Trong Desktop Manager, double-click biéu twong Backup and Restore, rdi nhan
Advanced.

B3. Trong danh sach hép thoai Handheld Databases, dung phim Shift (PC) va chon



tat ca co trong danh sach.
B4. Nhan Clear.

B5. Nhan OK.

B6. Nhan Close.

Céch 4: Nhap sai Password trong Application Loader.

Cac budrce thue hién:

B1. Két ndi BB v&i computer dang chay BlackBerry Desktop Manager.

B2. Trong Desktop Manager, double-click biéu twong Application Loader.

B3. Trong Application Loader Wizard window, nhan Next.

B4. Trén Device Security Password hién thi, ban nhap sai password va nhan Next.
Ban hay thwc hién "nhap sai" password lap di lap lai 10 lan. (Hinh 4)

B5. Nhan Close. BB sé hién thj “error 507”. Tw day, ban m& Application Loader ban
hay cai dat lai phAn mém va rng dung ma ban muén.
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Kéo dai th&i gian dung pin cho Blackberry chi bang mét vai thao tac don gian

Qua tham khao va nghiém thay rang chi vai thao tac don gian dwdi dayhiéu chinh 1 vai
gia tri trén HDH BB OS - Battery (Pin) ctia ban sé co6thdi gian chd 1au hon so véi binh
thwong:

1. Hiéu chinh Screen/Keyboard - Backlight timeout and/or brightness:
Vao Options --> Screen/Keyboard to set the backlight timeout = 30 seconds (mutc
trung binh), brightness = 70 (hop ly),Key Tone = Off

2. Hiéu chinh Rung va Nhac chuéng (ap dung cho BB c6 Holster):
Ban hay tan dung thiét bi nay dé bao vé va kéo dai tudi tho cdia Pin hay tan dung chic
nang Out of Holster va In of Holster c6 trong Profiles



1 vi du don gidn: T6i di ra (In of Holster) ngoai dwdng tdi c6 thé dat ché do Profiles-
rung trwdc chudng sau. Khi tdi dén co quan chang han tdi dé may BBtrén ban dé tra 1oi
dién thoai, Chat, SMS.... khdi phai bt tién rut rarat vao (Out in Holster) tdi sé dat ché
do Bip (chubng bao).

V6 hinh chung lvgng Pin dwoc tiét kiém 1 cach "hop ly"

3. Tat séng GSM - Wireless Off:

Khi ban vao viing khéng c6 séng (khu nha chung cw cao tang, hoac noi khéng cé séng
GSM v..v...) tét hon hét 1a ban hay chi ddng Turn Wireless Off dé cho BB khong phai
searching néu ban dé ché do Network Automatic.

4. Han ché ché dé Auto On/Off néu nhw chirc nang khong thirc sw can thiét
vi néu nhuw ban dat Active ché dé nay thi n6 sé ty dong Iwu vao Pin

5. Déng tat ca nhivng trng dung khéng dung dén

Dé kiém tra ban cé thé dung phim Alt + Esc sau d6 t&t hét (rng dung d6 (lwu y: hay
nhin va chon nhirng tir theo cép:

- Force Shutdown

- Exit

- Close

tuy theo tirng rng dung ap dung.

6. Tatden LED:
néu nhw khéng can thiét

7. Han ché thao Pin:
Khi lap Pin thoi gian load app cua BB kha nang nhoc (dén man hinh lun sang) day
cling chinh la ly do lwgng hao hut cia Pin giam dang ke.

5 tuyét chiéu bao vé BlackBerry

DU van dwoc ménh danh 1a dong di ddng bao mat tot nhét thé gici nhung véi nguoi
dung cudi, 5 meo sau day khién chiéc BlackBerry cliia ho tré nén gan nhu “bat kha xam
pham”.

Khong phai ngau nhién ma dong dién thoai BlackBerry danh dwoc sw tin nhiém cua
khach hang va dwoc st dung rong réi nhat trong méi trwéng doanh nghiép. Nguoi ta
goi no la “smartphone doanh nhan” hay “dién thoai doanh nghiép” con baoi Ié nén tang
hé diéu hanh ciing nhw kha nang bao mat phan cirng cla BlackBerry cao hon han cac
ddi tha cung loai trén thi trudng.




Nhung kha nang bao méat clia thiét bi va phan mém sé& chang co6 y nghia gi voi nhitng
ngudi dung bat can. Cac chuyén gia vé di dong da dé nghi nhixng ngu i ding
BlackBerry can tuan tha theo 5 nguyén tac sau day dé bao vé an toan cho thiét bj ciing
nhw thong tin, di¥ liéu quan trong, nhay cam cua ho.

1. Password: Hay thiét lap Password ngay!

Ciing giébng nhw hau hét cac loai thiét bi hoac dich vu khac, yéu cau bado mat dau tién
van |a thiét 1ap va s& dung mat khau di manh nhwng theo cac chuyén gia di dong, véi
ngudi dung BlackBerry day 1a yéu cau quan trong nhéat dé bao vé an toan cho di liéu
cla chinh ho.

Dé kich hoat ché d6 bao vé bang mat khau trén BlackBerry, ngwoi dung can truy nhap
vao menu Option > Password. Tai man hinh mé”ra, chon trwong Password va tuy chon
nhirng muc can duwgc bao vé bang cach danh dau vao cac 6.

Tw vi tri nay, bdm chon nut Escape, Iwu thiét lap virva dwoc cai dat va may sé yéu cau
ngudi dung xac nhan lai mat khau vira dat.

Diém can Iwu y 14 hay chon cho minh mdt mat khau di manh tre loai mat khadu ma
ngwdi khac du c6 quen biét hay tham chi |a than thiét véi ban cling khéng thé doan ra.
Cac loai mat khdu don gian nhw ngay sinh nhat, ngay ky niém, tén ngwoi than... khdng
dwoc khuyén khich str dung.

Sau khi d& kich hoat ché do bao vé badng mat khau, ban nén truy cap vao mét sb tiy
chon bdo mat, dat gidi han cho sé 1an nhap sai mat khau (quéa sb lan d6, BlackBerry sé
tw dong khoa toan b thiét bi va tat may) hay chon muc Security Timeout d& cho phép
chiéc BlackBerry duy tri & trang thai khéa truéc khi nhap mat khau. Ban ciing cé thé dat
ché d6 yéu ciu nhap mat khdu méi khi cai dat mét 'ng dung méi dé ngan chan nhirng
phan mém déc hai ho&c gian diép...
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2. Ma hoéa dir liéu trén BlackBerry

Ngoai viéc thiét 1ap mat khau dé bao vé may, ma hoa dir liéu lwu trong chiéc BlackBerry
ciing la cach bao vé hiru hiéu. Ban c6 thé ma hoa di¥ liéu lwu trén may va ca trén thé
nhé dé dam bao réng nhirng théng tin d6 van dwoc an toan, khéng bi chuyén sang thiét
bi khac hay bi xem trém khi chiéc BlackBerry roi vao tay ké x4u, hodc bi hack.

Dé kich hoat chirc ndng ma hoa di liéu, tai thw muc Option, ban kéo xubng dén lua
chon Security Options, khi man hinh m&i mé ra, chon muc Encryption (mé& héa). Khi
menu Encryption hién ra, bam chon nut Enabled (kich hoat).

Ngay khi kich hoat chirc nang ma hoa, mét sb sw lva chon m& réng sé tw dong hién ra
trén man hinh cho phép ban tdy chinh nhitng khu vwc cadn ma hoa nhw device (thiét bi,
b6 nhé trong may), mirc d6 ma hda dir liéu trén thé nhé (strong — manh, stronger —
manh hon va cao nhét |a strongest) hay ma hda toan bd may bao gébm ca danh ba va
nhirng file media (nhac, anh, video...).

C6 thé ban khéng muébn sir dung chirc ndng nay béi qua trinh str dung thiét bj tré nén
phtrc tap hon va tbc d6 xir ly ciing sé& cham di (dac biét khi chon ché do strongest)
nhung cac chuyén gia khuyén ban it nhat cling nén dat ché dé ma hoa cho thé nhé dé
ngdn can viéc noé bi dwa vao mot thiét bi khac va doc thong tin trén dé.

Sau khi thiét 1ap ché dd, ban s& duoc chiéc BlackBerry yéu cau tao mét “chia khéa” giai
ma. Hay lam theo nhirng hwé'ng dan cho den khi tré lai véi menu Security Options |a
gua trinh nay da hoan thanh.

3. Cai dat ché doé bao mat cho chirc niang Bluetooth



Nhirng dong BlackBerry doi m&i déu duoc tich hop giao thirc két ndi khong day pham
vi hep Bluetooth. Bay Ia mét tinh nang rat tién lgi cho ngudi dung nhwng dong thdi né

cling c6 thé |a mot “clra ngd” dé ké la xam nhap vao chiéc dién thoai cia ban. Va thiét

lap cac bién phap bao mat cho Bluetooth Ia diéu can thiét.

Dé truy cap vao cac lya chon cho tinh ndng Bluetooth, ban can mé& muc BlackBerry
Manage Connections, chon menu Bluetooth, cudn xudng phia dwéi va chon Bluetooth
Options.

Mbt s6 lwa chon trong muc Bluetooth options duorc thiét ké d& hwdng téi kha nang bao
mat. DAau tién, hay chon muc Discoverable. DPay la lya chon cho phép ban quyét dinh c6
cho chiéc BlackBerry ctia minh “hién than” hay khéng trong danh sach cia nhirng thiét
bi bén canh d6 khi chirc ndng Bluetooth d& dwoc bat. Néu ban chon “No”, khéng mét
thiét bi nao “nhin thay” va két ni dwoc véi chiée BlackBerry ciia ban. Néu mudn lién
lac, hdy chuyén sang ché do “Yes”. Tai lwa chon thir 3 c6 tén & “2 Minutes” c6 nghia la
ban chi cho phép céc thiét bi khac nhin thay va giao tiép véi chiéc BlackBerry trong
khoang thdi gian tdi da la 2 phat.

Lwa chon tét nhat van 1a dat & ché dd “No” hodc “thodi mai” hon mét chat 1a “2
Minutes”.

Ciing trén man hinh nay, ban c6 thé Iwa chon cho phép hoac tir chdi viéc thirc hién cac
cudc goi di thdng qua thiét bi Bluetooth. Néu thwong xuyén sir dung tai nghe khéng



day, ban co thé dat & la chon "Always". Ban ciing c6 thé bat hodc tat kha nang chia sé
di¥ liéu qua Bluetooth, Iwra chon ché dé chia sé c6 hoac khéng cé kem theo viéc méa hda
dir liéu...

Cudi cuing, trén chiéc BlackBerry ban cling co thé chon viéc kich hoat Bluetooth cho
nhirng cong viéc nao (chi de dung tai nghe khéng day, cho phép thwc hién cubc goi...)
nham gidm thiéu nhirng mbi nguy co.

4. Bao vé mat khau va nhirng théng tin nhay cam

Ban hoan toan c6 thé lwu trir mat khau, sé thé tin dung, hay bét ky thong tin quan trong
nao trén chiéc BlackBerry dé phong tranh trwéng hop * quén”. Nhung sé la rat sai lam
néu nhirng btrc email quan trong, nhirng danh sach viéc can lam, so ghi chu... trén dé
chra ddy théng tin nhay cdm nhwng khéng cé bién phap bao vé nao.

Cac chuyén gia khuyén ngwdi dung nén st dung thém trng dung Password Keeper c6
san trén BlackBerry dé bao vé thong tin ngudi dung.

St dung chwong trinh Password Keeper ciing rat don gidn. Ban dau, ban chi can khéi
dong né va tao modt mat khau “chi” dé bao vé tat ca nhirtng mat khau khac chira trong
doé. Hay chu y lwa chon mot mat khau that khé doan cho tng dung nay. Buwéc tiép theo
|& bAm nat Menu >> chon New. Tai day ban sé cé mét bang méi hién ra véi cac trvdng
lwu trie nhw Title (tiéu dé), Username (tén ngudi dung), Password (mat khau), Website
(tén trang web) va Notes (ghi chi) nhwng ban cé thé lwu bt clr théng tin gi can thiét
vao do.



5. “Don sach”

Néu ban vira “nang cap” Ién chiéc may méi, trao dbi dién thoai v&i ban be, dong nghiép
hay tim thay chiéc BlackBerry sau khi dé quén & dau dé mét théi gian... cac chuyén gia
khuyén ban hay don sach né trwdc khi str dung tré lai.

Trong nhirng trdng hop khong qua nghlem trong, chirc nang khoéi phuc nguyen trang
giong nhw nhitng thiét 1ap cGa nha san xuét (Restore Factory Settings) 1a mét giai phap
c6 thé chap nhan duoc.



